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APF media briefing:  

Federal Government quietly reward GPs for patient health data without getting informed 

consent  

 

The Australian Privacy Foundation (APF) is the country's leading privacy advocacy organisation.   

 

Background 

The Federal Department of Health has a dubious record when it comes to developing and 

implementing information systems that acquire and manage the sensitive health data of Australians. 

After over ten years effort the controversial and largely unused My Health Record system (MHR) is 

still doing very little other than gathering existing government data and a few random test results, with 

random extracts of some past clinical records in some files. The Commonwealth government has 

never shown that the promises it made when it created the system, that it would enable patients to take 

charge of their own healthcare and that it would save the Federal budget billions of dollars, have been 

delivered.  

 

It had abandoned the “informed consent” model for creating such a federal government controlled 

record, which was originally  called the ‘Personally Controlled Electronic Health Record’, because 

few Australians were willing to give consent in trials. 

 

The recent debacle with the launch of the Covid Vaccines booking system has probably further 

undermined trust in the Department's ability to develop large scale IT systems that actually work as 

intended.  

 

Meanwhile the Department has been quietly working away to extract patient data from GPs’ clinical 

management systems, supposedly so that the Department can ‘improve the quality of healthcare 

delivery’. Patients are not aware that this is going on, they have not been informed about its nature 

and possible benefits and risks, and, as with the MHR, they have not been asked for their consent. 



This may be because health authorities fear that given a choice, patients may refuse, so as to protect 

traditional doctor-patient confidentiality on which medical treatment, the therapeutic relationship and 

many public health implementations, are based. 

 

What the Department will actually do with the data they quietly scrape up from the clinical 

management systems is also unclear – this is the advantage of not having to tell anyone about it, and 

not having to credibly respond to obvious concerns in order to obtain consent.  

 

There are a number of ‘data-sharing’ and ‘linking’ projects across multiple government agencies 

which are generally based on non-consensual disclosure of data drawn from sensitive personal 

information to a third party. As far as we know, this data may be included in these projects. 

 

The data collection processes 

Two key data collection processes currently occur with patient health data stored by general practices 

based on the ostensible de-identification of related data streams.  

 

1. The first collection process concerns the use of patient information drawn from a federated 

system of General Practice data bases to Primary Health Networks (PHNs), designated by the 

Federal Government as ‘regional data custodians’, around the country.   

2. The second process awards eligible Australian General Practices up to $50 k annually each, as a 

key element of the Practice Incentive Payments – Quality Improvement (PIP-QI) program.  

The PIP-QI program extracts data from the PHNs and ports this to the Australian Institute of 

Health and Welfare (AIHW), designated by the Federal Government as the ‘national data 

custodian’, to aggregate, control, use, access, secure and control individual patient’s privacy 

of the ‘PIP Eligible Data Set’. Theoretically at least, it commenced in August 2020.(1.)  

 

Finally, the ostensible de-identification of patient information, where these individuals have 

supposedly provided consent for the data collection, is claimed to ensure both processes are legally 

justified ‘secondary uses’ of health information. 

 

Data “de-identification” for secondary use of health data. 

Patient data extracted from general practices, designated by the Federal Government as local data 

custodians, is claimed to be de-identified if obvious direct identifiers, such as a person’s name, 

address, email contacts, telephone number and date of birth, are removed before use. Once direct 

identifiers are detached, organisations using and controlling the collected information are required to 



eliminate or alter any other information that can identify a patient, in addition to controlling and 

safeguarding the data adopted, held, used, disclosed, refreshed or controlled in the data access 

environment to avoid reidentification.(2-3)  

 

Ostensibly de-identified information capture processes are implemented by commercial data 

extraction software applications retrofitted to the eHealth clinical practice management system used 

by each general practice, and the data collated by the PHNs for communication to PIP-QI authorities. 

Anecdotal evidence suggests the scale of the data extraction process is immense, with more than 25 

million records collected Australia-wide by this type of data extraction software. Yet most Australians 

are completely unaware of the data collection occurring, or that they may be able to have a say in 

whether this occurs to their sensitive medical data. 

 

Ostensibly de-identified personal information is often in reality not permanently and reliably de-

identified. From the moment of extraction it may be at risk of partial or complete re-identification, and 

this risk is likely to increase over time. 
 

Up to 400 data points are collected for each patient by the 

information capture applications linked to general practice eHealth systems, providing a rich and 

comprehensive baseline for automated or AI-based re-identification or reversible pseudonymisation 

efforts, so genuine de-identification of the collected records is simply not possible.( 4-5)  These 

substantial data points include medications such as opioids, antidepressants; alcohol consumption; 

smoking; and diagnoses such as cancer, chlamydia and anxiety. Prescribing dates are included in the 

data points, as are pathology results, and all the recorded information that patients confidentially 

shared with their General Practitioners to receive health care. There is a rich literature explaining how 

easy it can be to re-identify such rich data sets; one of those contributing to this literature after 

demonstrating a trivial effort was enough to re-identify doctors from a supposedly de-identified ‘Open 

Data’ dump from a sample of the Medicare database believes  “detailed individual records cannot be 

securely de-identified while retaining their information, and should not be shared without the person’s 

[informed] consent”.(6.)   

 

A suitably resourced and motivated entity can readily identify many forms of ostensibly de-identified 

records.(7-9)  Consequently, Australian Privacy Principles (APPs) indicate that individual patient 

consent is a key foundation of the data collection processes used by general practices.(10-11) The APPs 

underpin advice offered by the Office of the Australian Information Commissioner (OAIC), the 

OAIC/Data 61 guidelines, which are published on the Internet.(11) The Australian Medical Association 

(AMA) and the Royal Australian College of General Practitioners (RACGP) formally support the de-

identification advice.(3, 12-13)
 

  Associate Professor Teague from the University of Melbourne, renowned 



cyber security expert, maintains the advice offered in the OAIC/Data 61 guidelines are poorly 

specified and generally reliant on techniques that are known to fail and keep on changing.(6) There is 

no evidence that the level of local engagement with ongoing international critiques of the 

effectiveness of existing de-identification methods and protocols, and the wide professional education 

necessary for clinical records custodians, clinicians, patients and professional disciplinary or research 

ethics bodies to understand and act on these risks, is occuring in Australia. In addition, evidence 

suggests general practice do not even comply with these limited and probably ineffective 

guidelines.(14) Instead, as shown in Figures 1 and 2, general practices obtain consent for the data 

collection project by posting a generic, ‘bundled consent’ privacy statement on waiting room walls, on 

request, Internet sites and then in effect rely on using implied consent. The latter means that 

individuals are claimed to consent merely by continuing to use a service. Not only are they not asked 

for explicit consent to allow the disclosure of their sensitive medical record data in weakly or 

ineffectively de-identified form to unspecified third parties, the level of concrete information on these 

ambiguous and cryptic generic privacy statements is almost univerally inadequate to draw a patient’s 

attention to this practice, or to fairly explain how it works, how it may fail, and the risks and 

implications of consenting to this aspect, which is outside the normal realm of clinical records and 

practice management. 

 

Withdrawal of consent 

Importantly then, consent underpinning the data linking implementation is typically not an “informed 

consent process” as required by the APPs and the current OAIC/Data 61 guidelines. As Figure 1  

illustrates, individual patients may try to deny consent for the data collection process once they 

become aware that it actually occurs. It is the consumer-hostile nature of ‘bundled consent’ to try to 

link one’s consent for a wide range of non-essential, often incompletely-specified provisions to the 

offer of any services. The intention is for the data subject, if they bother to read it all, to think they 

have to agree to everything or be refused service; but contracts can be revised by either party, and 

consent can be conditional or partial. 

While this may be a challenging process for anyone to confront, it can be particularly difficult 

individuals from CALD communities, despite the availability of translated documents in some 

instances. Individuals from CALD communities will be interacting with practice employees who may 

not speak the same language, and who themselves may not understand either the process of extraction 

and disclosure to multiple other (often un-named) third parties, or the nature and risks of particular de-

identification methods when data is used by other entities with access to advanced analytics and other 

 



 

 
Figure 1: Case 1. New patient withdrawal of consent for secondary health data collection 

 



 

big data tools. It is vital that all patients, but particularly those from CALD backgrounds, are formally 

offered access to others who can explain the data manipulation, disclosure and consent process, and 

are supported to withdraw from this aspect of general practice data collection should they so decide. 

 

Despite a legal right to refuse, withdraw or limit consent, it can prove extremely challenging even for 

those culturally Australian ‘born and raised’, as Figure 2 shows. The saga illustrated there continues, 

despite the APPs; it is expected to conclude with a legalistic State government complaints process 

upholding the effectiveness of the inadquate bundled consent and over-ruling the individual’s refusal 

to agree to some elements, on the basis that it would be too complicated for everyone else to recognise 

and respect those limitations.  At minimum individuals choose to withhold information from their 

MHR .(15)  But the evidence suggests no body or person seems to have effective oversight over the data 

collection, sharing and informed consent processes used by local health data custodians, and general 

practice organisations. (This is one of the signal failiings of the billions spent over the last decade and 

a half on electronic health records and the MyHR: the “personally controlled” aspect, its key selling 

point enshrined in the title of original law, was quickly slipped into the too-hard basket and abandoned 

-- so the most important question remains unresolved, and systems around EHRs in Australia do not 

support a simple, interoperable, transparent method of describing patient choices or recording and 

auditing compliance with these choices. 

 

To secure public trust and confidence, these exceptional and intrusive actions taken under the 

justification of collecting patient health data for secondary use by third parties need to be 

accompanied with measures at the local general practice level so that individuals can become 

informed about the process, about all the entities who may get access to data derived from their 

record, and about the limits and risks of current methods to ostensibly de-identify unit medical record 

data; and can then exercise informed consent about participating in these nation-wide data disclosure 

processes . Transparency and explicit notification measures, and an emphasis on responding to 

increased information security threats in an environment of constantly escalating methods for 

bypassing traditional data protection techniques is, in the context of the community trust required to 

progress pervasive health implementations across Australia, vital. 



 
Figure 2: Case 2 Challenges for existing patient trying to withdraw consent for secondary health data collection 
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