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In collaboration with the OECD Civil Society Internet Society Advisory Council (CSISAC)

NGO and Expert Statement to the OECD Secretary General on
COVID-19, Privacy, and Fundamental Rights

6 April 2020

Dear Secretary General Ángel Gurría and Members of the OECD:

We write to you, as leaders of civil society organizations and experts who have worked with the OECD, to express support for
your important work in response to the pandemic and to urge you to continue to uphold the democratic values on which the
OECD is based.

The OECD has worked to promote cooperation among member countries from the start. In the early years, the OECD carried
forward the Marshall Plan and helped ensure coordination among European nations during a period of rebuilding. Over time,
the reach of the OECD expanded to North America, and Asia, as trade increased and democratic countries confronted common
economic and social challenges. And under your leadership the OECD has reached out to countries in Latin America and Africa,
becoming a truly global organization.

Throughout its history, the OECD has also retained a steadfast commitment to democratic institutions, the rule of law, and
fundamental rights. The 1960 Convention emphasized “economic strength and prosperity” and also “the preservation of
individual liberty.” And this work can be seen in the influential OECD Privacy Guidelines of 1980 as well as the recent OECD AI
Principles of 2019. In the OECD Cryptography Guidelines of 1997, the OECD helped encourage new techniques for privacy and
security that made possible the rise of the information economy.

Promoting economic growth and safeguarding fundamental rights is the key to “shape #betterlives.”

Today the OECD and the member countries confront perhaps the biggest challenge in the organization’s 60 year history. Many
nations are considering proposals to use digital technologies to track and monitor individuals, to enforce quarantines, and
perhaps to impose legal penalties. Law enforcement agencies want access to cell phone records. Companies are gathering
enormous amounts of personal data related to the pandemic that could be used for other purposes in the future. New transfer
arrangements for personally identifiable information are being established with little oversight or accountability. Governments
have already limited the scope of preexisting privacy law.

At the same time, we see innovative approaches that aim to respond to the pandemic and to safeguard privacy and personal
liberty. This week several European countries announced that they are creating a “privacy-preserving proximity tracing” app
that uses Bluetooth signals between mobile phones to track users who are close enough to infect each other. It is claimed that
the software uses privacy-enhancing techniques such as encryption, data anonymization, and data minimization to provide
effective tracing while maintaining high data protection standards. We note the efforts of Singapore to curb the spread of the
disease by way of a similar app that is open source and exchanges short distance bluetooth signals, while records are stored
locally on the phone, and it is claimed that logs will be shared with the Health Ministry only when requested. A major tech
company has launched a Screening Tool that provides information about the coronavirus, social distancing, and guidance on
testing. The company has stated that it will not collect personal data.

https://csisac.org/
https://read.oecd-ilibrary.org/view/?ref=126_126445-5ofyod1xpv&title=SecretaryGeneralAngelGurriaStatementforthe20_VideoconferenceSummitonCOVID19
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The claims made regarding the privacy-preserving nature of such applications require further inquiry to ensure that they work
as stated and are not repurposed. On behalf of civil society organizations and experts around the world that work with the
OECD we therefore urge you to:

Make clear the ongoing importance of the OECD policy frameworks that safeguard fundamental rights, from the OECD
Privacy Guidelines of 1980 to the OECD AI Principles of 2019;
Continue to use the powerful analytical tools of the OECD to demonstrate that there are many use of data that do not
require “trade-offs” or “balancing.” For example, the OECD’s evaluation of “the initial impact of COVID-19 containment
measures on economic activities” provides direction to governments without raising privacy concerns. Effective evidence-
based analysis can both provide critical insights to policy makers and safeguard privacy and liberty; and
Use your role as the leader of one of the most respected international organizations in the world to urge your colleagues
at the G-7, the G-20, UNESCO, the ITU and elsewhere to uphold fundamental rights

It is not just leaders among the civil society groups that want to ensure governments respect fundamental rights. Those on the
front line of the pandemic are also urging governments to safeguard privacy and data protection. Dr. Michael Ryan, a key
advisor for the World Health Organization, said last week that there is a tremendous amount of innovation and enthusiasm for
new products. But he also cautioned that “when collecting information on citizens or tracking their movements there are always
serious data protection and human rights principles involved.” Dr. Ryan said, “we want to ensure that all products are done in
the most sensitive way possible and that we never step beyond the principles of individual freedoms and rights.”

We must be certain that the actions taken now are necessary and proportionate to the challenges we face. They should be
evidence-based and they should respect the traditions on which the OECD was founded.

Thank you for your consideration of our views.
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