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To: The Auditor General 

Australian National Audit Office 

19 National Circuit 

Barton ACT 2600 

Australia 

From: Dr Bernard Robertson-Dunn 

Board Member and Chair, Health Committee 

Australian Privacy Foundation 

19 February 2019 

Subject: Performance audit of My Health Record 

1 Introduction 
The ANAO proposes to examine whether the: 

1. Implementation of the My Health Record system promotes achievement of its purposes; 

2. My Health Record system risks are appropriately assessed, managed and monitored; and 

3. Monitoring and evaluation arrangements for the My Health Record system are effective. 

This submission contains our analysis, observations and comments on the above scope. 

We draw your attention to a request for a review submitted by Dr Bernard Robertson-Dunn to the 

ANAO in August 2017. This raised a number of issues regarding privacy, the way the Department 

of Health was representing My Health Record, an apparent lack of adherence to the proper 

processes as outlined in the Department of Finance’s Gateway process, and the financial and 

clinical viability of the initiative. These issues are still unresolved and we believe are included in 

the ANAO’s current examination. A copy is available here 
1
. 

Furthermore, we make reference to the Australian Privacy Foundation submission to the recent 

Senate inquiry and the verbal evidence provided at that inquiry. 
2
 
3
 

We also have a webpage that details the campaign we ran regarding My Health Record and which 

contains a significant number of links to media reports published during the opt-out period 
4
. 

The author lives in Canberra and would be happy to attend your offices for a more detailed 

discussion of the issues surrounding the My Health initiative. 

2 Our position 
We have used the term “patient” to refer to the person registered for a My Health Record although 

the person may or may not be a patient in the strict sense of the word. In our opinion the more 

commonly used word “consumer” is not appropriate in the context of healthcare. 

We have also used the term My Health Record to include its previous name the Personally 

Controlled eHealth Record. If the term PCEHR is included in a quote, it has not been changed. 

Issue 1 Purpose 

The original purpose of the My Health Record was to reduce the fragmentation of a patient’s data 

across the healthcare system. As explained in more detail in Appendix A, it has not been 

implemented in such a way as to achieve this purpose. 
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In discussing the purpose and if the system achieves this purpose, it is important to understand a 

number of characteristics and features of the My Health Record and the principle document in My 

Health Record – the Shared Health Summary. 

1. My Health Record is a secondary system, it requires time, effort and cost to manage. This is in 

addition to the that required by the patient’s GP when using their primary clinical support 

systems; 

2. A Shared Health Summary is manually prepared, managed and uploaded by the patient’s 

nominated service provider (usually their GP). It involves more than a simple mouse click 

because the health service provider is required to ensure that it is consistent with the patient’s 

condition and the existing contents of the patient’s My Health Record. This is not a trivial task. 

The AMA guide to using the My Health Record system runs to 27 pages 
5
; 

3. Access to the Shared Health Summary (or the Personal Health Summary or advance care 

planning information) cannot be controlled or limited by the patient 
6
 - in spite of the 

government’s claim that the patient can control who sees their health data; 

4. The Shared Health Summary contains very limited information. Potentially only data on 

allergies, immunizations, prescribed medicine and event summaries. Most of this can only 

come from the patient. This can be a problem, especially if they have ever changed GP - a 

problem that is not addressed by My Health Record; 

5. Historical data such as test results and discharge summaries cannot be uploaded; 

6. The needs of a patient with complex, chronic conditions would not be met with such minimal 

data; 

7. Patients can chose to opt-out, control what is uploaded into the system or limit access to 

individual documents. This makes the data in the system unsuitable for clinical use. It also 

means the data in My Health Record is unsuitable for research purposes and 

8. As explained below, most My Health Records have little or no current or relevant data. This 

makes it unsuitable for use in emergencies. It should also be noted that for emergency workers 

to access a patient’s My Health Record, they need the surname, Medicare number and date of 

birth. It is unlikely that a patient who is taken into an Emergency Department unconscious 

would be able to provide such information. 

A recently released research paper 
7
 that surveyed the opinions and experiences of Australian 

women regarding Digital Health included a section on My Health Record. The report concluded: 

“Many participants demonstrated a lack of awareness of and interest in the Australian 

government’s electronic patient record, My Health Record. Only one-third had signed up, 

suggesting that attempts by the government to publicise and promote the system have not been 

effective”. 

The My Health Record does not meet its intended or currently claimed purpose. My Health Record 

is not what the government claims it is and it is not what most people believe it is. It is not an 

online summary of all of a patient’s health data, it is not a detailed patient health record, and it is 

not possible to hide all documents. 

As has been identified and discussed elsewhere, 
8
 there are better, cheaper and less privacy 

invasive ways of achieving all the benefits that the government claims for My Health Record. 
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Issue 2 Risks 

Privacy 

The risks to the privacy of a patient are not matched by the benefits, which have never been 

properly enumerated by the government. Claims are made, but there is no evidence that a patient 

controlled summary health record can deliver those benefits. 

In terms of privacy risk management, the My Health Record system has not been implemented as 

originally designed. The design called for identification of individual healthcare users of the 

system by means of two factor authentication. This was so that a patient could identify which 

individual had accessed their My Health Record. This functionality required implementation of the 

National Authentication System for Health (NASH) a component that was never implemented and 

there is no indication that it ever will be. 

Downloads are not recorded and/or monitored such that a patient can see who and what has been 

downloaded. If a document is in error, no longer valid or necessary, it is virtually impossible for a 

patient to identify where that document has been downloaded to so that it can be corrected or 

deleted. 

The legislation that enabled the government to change a fundamental design criterion of the system 

from opt-in to opt-out required a change to the National Health Act (1953) that permitted the 

Department of Health to store MBS and PBS data together in a single database. The Privacy 

Commissioner’s rules that were part of the National Health Act (1953) and which had been 

published in 2008 prohibited storing MBS and PBS data in the same system. 

The government claims to have strengthened the privacy legislation that covers My Heath Record 

but has not informed the public that most of the data in My Health Record is not covered by this 

legislation. Section 71 of the My Health Record act specifically excludes data that is available in 

other systems – i.e. most of the content of a My Health Record. 

Whatever legislative protection and restrictions the government may have put in place can be 

changed by another government in the future 

My Health Record, a national health database, attached to the internet and a very large number of 

endpoints with approximately 900,000 authorised users, is an obvious hacker’s honey-pot. In our 

opinion, the privacy risks are not worth the very limited benefits that will flow to most, if not all 

patients. 

An area of risk is the use of health data in contexts other than patient healthcare. The government 

has expressed interest in linking health data with other data 
9
; in releasing data for secondary use 

10
; and in releasing health data sets as part of the proposed Consumer Data Right bill (section 1.47) 

11
. One of the major unknowns, yet to be fully explored, analysed and addressed is the issue of de-

identifying and subsequently re-identifying health data 
12

 
13

 

Systemic Risks 

There would appear to be a major risk associated with the way that the ADHA has managed (or 

failed to managed) system problems. 

According to media reports 
14

 
15

:  

a technical problem with the My Health Record system had hampered attempts by some doctors 

to upload clinical information about their patients to the system. 

According to a leaked briefing, some doctors in clinics using older IT systems were left 

oblivious to the problem, leading them to believe patient information had been properly 

updated when it hadn’t. The briefing warned it created risks of “missing clinical information in 
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a consumer’s My Health Record” and “amendments not uploading resulting in out-of-date or 

incorrect information”. 

There was discussion on Dr David More’s Australian Health Information Technology blog for 

Wednesday, January 30, 2019 
16

 on this issue. The comments are informative. Most are 

anonymous because they are from people who are in a potentially vulnerable, but knowledgeable 

position. 

There was a follow-up blog post after the second Guardian article 
17

 which made reference to a 

comment 
18

 posted a few days earlier: 

The ADHA spokesperson is fraudulent in the facts, or ADHA clearly has no record. The 

Microsoft Security Patch was released several months prior to ADHA official commencement. 

NEHTA tried to address the issue and it was NEHTA not ADHA that released the updated 

guidance. 

This issue was carried over to ADHA with then then acting CEO of NEHTA. The issue was 

presented to the then interim CEO of ADHA. The current CEO, COO and The head of Core 

Services and System Operations. This issue has been carried with ADHA is has been well 

known from Directors to General Managers to Executives. The response to this has not been to 

work to ensure it is resolved but rather to leave a trail of “hush” sackings. 

What we are witnessing is panic and ass covering. Internally the witch hunts have begun, but 

not towards The CEO, COO, Board or Executives for their neglect but simply because cruelty 

towards staff and the public are at the core of their DNA. 

Whatever the true situation regarding the problem and its resolution (or not), there was a risk; there 

may still be a risk. The way the ADHA has handled the issue does not engender trust in the system 

or ADHA’s ability to manage technical risk. 

The above problem clearly illustrates that the biggest risk to patients is the existence of My Health 

Record. 

My Health Record is not a separate, stand alone system. It is part of a much larger, interconnected 

system of systems. There are hospital systems, medical centre systems, GP systems, smartphone 

apps etc etc. 

My Health Record links all these systems in a variety of ways. By doing so it introduces a huge 

number of weaknesses and potential problems, all outside the control of ADHA. Data comes from 

systems outside My Health Record and goes to other systems, also outside My Health Record. 

The flows of data outside My Health Record are not under the control of My Health Record or 

even visible to it. The interfaces into My Health Record are also largely outside the control of 

ADHA. 

All the clinical data in My Health Record has come from other systems. The idea that someone can 

permanently delete a My Health Record is just plain silly. The data in a deleted My Health Record 

almost certainly still exists in the ecosystem and if required it can probably be reconstructed, along 

with much more data. 

The reality of My Health Record is that it does not address the problem of data fragmentation 

across the healthcare industry (which was its original purpose), it does not deliver interoperability, 

all it does is punch security, privacy and patient safety holes in the healthcare data ecosystem. 

Appendix B provides further information on the risks to the privacy of patients. 
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Issue 3 Monitoring and Evaluation of the System 

The ADHA on its website and in its board papers concentrates exclusively on the delivery and 

monitoring of its supposed benefits. There is little or no information on costs or risks.  

My Health Record has never been properly evaluated. As we asserted in the audit request in 2017, 

we do not believe the My Health Record project was sufficiently well analysed and the potential 

benefits and expected costs properly identified and/or justified. It is highly unlikely that a full 

business case for the My Health Record was ever prepared. This is based in part upon the total lack 

of justification ever provided for the claimed benefits and there being no evidence that the full 

costs of the system have been estimated. 

Financial Costs and benefits 

The government has indicated that the cost of developing, implementing and supporting the My 

Health Record system is approximately $2billion. 

One of the major costs not mentioned by the government is that incurred by healthcare 

professional using the system. To the best of our knowledge, this has never been estimated. These 

are substantial and an order of magnitude can easily be estimated. 

Our submission to the Senate inquiry 
3
 included the following (section 3.5) 

The review of the PCEHR in 2013 that resulted in the transition to opt-out, estimated that a 

summary health data system could have a benefit of $400m/year if everyone had one. 

There has been no published estimate of the costs of maintaining and using the PCEHR / My 

Health Record. 

A quick analysis gives an indication of the some of the expected major costs of My Health 

Record. Based upon published government statistics (e.g. there are over 400,000 GP visits per 

day), it is estimated that, if everyone had a health record and it takes 3 minutes to keep up to 

date after every GP consultation, the cost would be between $500m and $1billion. That is just 

the GP data entry costs. 

Including other costs such as those of GPs reading and interpreting My Health Record data, 

hospitals, specialists, pharmacists, the ADHA etc, suggest that the existence and use of My 

Health Record will be between $1 and $2 billion per year – effectively for ever. This is in 

addition to the cost so far of My Health Record and the transition to opt-out which is estimated 

at well over $2.5 billion. 

The government currently pays an incentive to GPs to upload patient documents to the My Health 

Record system 
19

. It is unclear how much these have been in total or how long such an incentive 

will last. As a minimum such expenditure should be included in any cost estimates. 

To the best of our knowledge, there has been no realistic analysis of the financial benefits of My 

Health Record. For example, since July 2012, how many times has a My Health Record been 

accessed in the delivery of healthcare and provided critical information? What are the scenarios 

where My Health Record could potentially save time and money in the delivery of healthcare? 

How many times does each scenario occur per year? What is the required accuracy and 

completeness of the data for these benefits to be delivered? Does My Health Record data meet 

these requirements? 
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OtherCosts 

In addition to financial costs, there is increasing evidence that the use of electronic health record 

systems is resulting in physician burnout 
20

 
21

 
22

 
23

 
24

 
25

 
26

. This is from using their primary systems. 

The implementation and use of My Health Record will further exacerbate this well known 

problem.  

We have seen no evidence that any analysis has been undertaken regarding the potential impact 

My Health Record may have on harm. It might be that My Health Record reduces or increases 

harm, depending on the situation and the state of the data in a patient’s My Health Record. 

There has been no indication that any of the above issues have ever been addressed or considered 

by the government. Without such analysis both prior to the initiative being approved and after it 

was implemented, the justification for My Health Record is based on wishful thinking. 

Published Statistics 

The only public evaluation of My Health Record are usage statistics published by the government 

on registrations and documents uploaded. The government claims this as usage, but they obviously 

aren’t. Meaningful, healthcare usage means downloading data and using it in the delivery of 

healthcare. 

The following table is based upon published government statistics (originals available on request). 

 

8-Jan-17 2-Jul-17 14-Jan-18 1-Jul-18 13-Jan-19 

# days 

 

175 196 168 196 

Total Registrations 4,473,322 4,970,687 5,457,903 5,905,604 6,450,277 

Increase 

 
497,365 487,216 447,701 544,673 

Daily Rate of Registration 

 

2,842 2,486 2,665 2,779 

Total Shared Health Summaries 

uploaded 512,749 910,840 1,380,911 1,871,039 2,350,961 

Increase 

 
398,091 470,071 490,128 479,922 

Daily Rate of Shared Health 

Summary uploads 

 

2,275 2,398 2,917 2,449 

 

The key information is the daily rate of uploads of Shared Health Summaries which show the total 

number ever uploaded since July 2012. Shared Health Summaries are not edited, they are replaced. 

Since July 2012 2,350,961 Shared Health Summaries have been uploaded. 

This means that the maximum number of My Health Records that contain a Shared Health 

Summary cannot be greater than 36% 

In the calendar year 2018 the number of Shared Health Summaries uploaded represents a 

maximum of 15% of registrations. This means that at least 85% of people registered for a My 

Health Records have either an empty Shared Health Summary or one that is over 12 months old. 

The daily rate of Shared Health Summary uploads in the six months of the opt-out period was less 

than that in the previous six months. The publicity surrounding My Health Records did not result 

in more people arranging with their GP to either upload a Shared Health Summary for the first 

time or to update one if they already had one. 

Furthermore, the daily rate of registrations in 2018 was 2,726 and that for Shared Health 

Summaries was 2,665. In other words, more people registered for My Health Records than 

uploaded a Shared Health Summary. 
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One would expect that people who opted in to the system in 2018 would create their first Shared 

Health Summary and that a significant number of existing records would be updated. This cannot 

be happening. 

This means the trend for My Health Records is that the data in it is gradually becoming older and 

over time the proportion of records with data less than a year old will decline. 

It is reasonable to conclude that Australian patients who already have registered for a My Health 

Records under the opt-in arrangements are not eager to make use of the system. 

The above data all refer to registrations and uploads of Shared Health Summaries. The government 

has never released any similar statistics regarding download rates or meaningful use of the data in 

My Health Records. 

It should also be noted that as soon as the opt-out initiative is completed, the proportion of 

registrations that will have a Shared Health Summaries less than a year old will fall to 

approximately 5%. 

After six years of use and at least $2billion expenditure, fewer than about 6% of registrations will 

have a Shared Health Summary less than one year old. 

Of the total population of Australia this figure will be less than 4% 

It is difficult to see how this number can increase substantially. With the system as opt-in, one 

would assume that these people wanted a My Health Records. When it is changed to opt-out, a 

large number of people will not know they have one and will not be inclined to upload data into it. 

In response to a written question in Senate estimates on 24/10/2018, the government recently 

released data on the number of My Health Record registrations that have been cancelled 
27

. 

The Department of Health’s answer states “The total number of My Health Record registrations 

that had been cancelled as of 11 November 2018 is 287,995”. This number raises questions about 

the statistics released by the ADHA. For example, as of 13 January 2019 (the latest available data) 

6,450,277 consumers were registered. Does this number include those registrations that have been 

cancelled? 

An indication of the answer could be inferred from the statistics the ADHA provides about 

healthcare provider organisations registered. The ADHA data shows that the total is 15,315. 

However looking at the detailed figures, this total includes “Organisations with a cancelled 

registration”. This strongly suggests that the ADHA statistics are lifetime totals (i.e. the number 

since July 2012), not current totals. 

If this is true then the statistics released by the ADHA are meaningless when it comes to assessing 

the true state of the data in My Health Record. It means that the analysis of data in the table above 

becomes questionable – those questions include: 

What does the “Total Registrations” number actually represent? Does the figure for “Shared 

Health Summaries” uploaded include those that were uploaded to records that have subsequently 

been cancelled? It could be argued that the ADHA seems to be keen to exaggerate the number of 

registrations, institutions and documents associated with the My Health Record rather than 

identifying healthcare outcomes. Why this is so is an interesting question, one that we are unable 

to answer, but would be interested in learning the answer if it is true. 

Conclusions 

The value to patients and healthcare professionals of the My Health Record system as claimed by 

the government is based upon guesswork and has never been substantiated. The benefits are 
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usually predicated on the invalid assumptions that it is a complete medical record of a patient that 

is accurate and kept up to date, and that most Australian’s will have one. 

The full costs have never been identified and published. A simple estimate of the usage of the 

system and the (unjustified) value of the system would indicate that it makes no economic sense 

whatsoever. 

The government claims that Australia leads the world in having a patient controlled health record 
28

. They are undoubtedly correct. However the reason why Australia is unique is because nobody 

else considers that such a system has a significant, if any value. Even full national health record 

systems such as those that have been tried in the UK, France and Germany have not been 

embraced by the medical professions or their patients. The most frequent reason cited is that 

additional, administrative tasks such a record keeping cost far more in time and effort than they 

deliver in clinical benefits. 

The Australian healthcare industry has not accepted the system as being useful. Most Australians 

are either unaware of the system, or are not convinced of its benefits.  

There is no clinical benefit from the government running a national database of mostly useless 

health data, however there is a significant risk to patient privacy both from the system itself and its 

secondary use. Unless the government can present a good argument that the benefits outweigh the 

costs and risks, we recommend that the system be discontinued. 



 

Australian Privacy Foundation  Page 9 
Submission to ANAO regarding the My Health Record   19 February 2019 

Appendix A Purpose 
In the PCEHR Concept of Operations 

29
 that was circulated for discussion prior to the release of 

the My Health Record in July 2012 it included: 

Section 1.1 

The need for a PCEHR System 

The implementation and adoption of a national PCEHR System addresses a current challenge 

faced by the Australian health system - the fragmentation of information spread across a vast 

number of different locations and systems. In many healthcare situations, quick access to key 

health information about an individual is not always possible. 

and 

The purpose of the PCEHR System is to address information fragmentation by allowing a 

Patient to more easily access their own health information and make their health information 

securely accessible to different healthcare providers involved in their care. 

In the explanatory memorandum accompanying the original My Health Record legislation 

published in 2011 it stated that: 

The PCEHR system 

As part of the 2010-11 Budget the Australian Government announced funding of $467 million 

over two years to build the key national components of the national PCEHR system.  The 

PCEHR system is the next step in using e-health to enhance the healthcare system.  It enables 

the secure sharing of health information between a consumer’s healthcare providers, while 

enabling the consumer to control who can access their PCEHR. 

The PCEHR system builds on the foundation laid by the introduction of national healthcare 

identifiers for consumers, healthcare providers and healthcare provider organisations, as well 

as the National Authentication Service for Health, clinical terminologies and methods for 

communicating health information between healthcare providers such as discharge summaries 

and electronic referrals. 

The PCEHR system places the individual at the centre of their own healthcare by enabling 

access to important health information when and where it is needed, by consumers and their 

healthcare providers.  A PCEHR will be assembled from distributed participating repositories 

which will hold summarised clinical information.  These repositories will be operated by a mix 

of private and public sector organisations and will need to conform to strict specifications. 

The development and operation of the PCEHR system will provide a range of benefits to 

healthcare consumers, providers and service organisations, and to the Australian economy 

more broadly.  The benefits arise directly from providing consumers and healthcare providers 

with better access to health information, and indirectly by enabling reform of the way 

healthcare is delivered. 

It is clear that the intention was to make it easier for health professionals and patients to more 

easily access a patient’s health data that is spread around multiple existing systems (repositories). 
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It is also useful to examine what the government currently claims is the purpose of My Health 

Record. 

From the government website 
30

 

What is My Health Record? 

My Health Record is an online summary of your key health information. 

When you have a My Health Record, your health information can be viewed securely online, 

from anywhere, at any time – even if you move or travel interstate. 

This gives the impression that when a patient is registered for a My Health record they will get a 

summary of their “key health information” and that “your health information can be viewed 

securely online”. 

The reality is that this is simply not true. 

The government’s website 
31

 also says  

What to expect when logging into My Health Record for the first time 

The first time you log into your My Health Record there may be little or no information in it. 

There may be up to two years’ worth of Medicare information such as doctor visits under the 

Medicare Benefits Schedule (MBS), as well as your Pharmaceutical Benefits Scheme (PBS) 

claims history. If you choose, you can remove this information after you log in. 

Information will be added after you visit your GP, nurse or pharmacist. You can add your 

Patiental health information and notes straight away. 

Uploading old tests and scans 

Your medical history, such as older tests and scan reports, will not be automatically uploaded 

to your My Health Record. Only new reports can be uploaded by participating pathology labs 

or diagnostic imaging providers. 

Talk to your doctor about uploading a shared health summary to your My Health Record. This 

summary can capture important past health information such as results from previous tests or 

scans, which can be shared with your other treating healthcare providers. 

The original intent of the My Health Record was that data would be “assembled from distributed 

participating repositories” It is obvious from the government’s website and the operation of the 

system that data is uploaded to a central database, rather than the data remaining in repositories 

controlled and managed by health professionals. In other words, the My Health Record does not 

meet its intended purpose. 
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Appendix B Risks 
Weakening of the privacy protections of MBS/PBS data in the National Health Act (1953) 

In March 2008 the Privacy Commissioner issued Privacy Guidelines for the Medicare Benefits and 

Pharmaceutical Benefits Programs under section 135AA of the National Health Act 1953 (Cth) 
32

 

One of the guidelines, 7.2, applies to the Department of Health and says: 

The Secretary of the Department, or delegate, must not permit the establishment of a system 

which stores claims information from both the Medicare Benefits Program and Pharmaceutical 

Benefits Program in a combined form. 

Without consultation or public announcements, the Department of Health inserted an exception to 

the National Health (1953) Act 
33

 which weakened the privacy protections that applied to 

MBS/PBS data. This legislation, that also enabled changing the system to opt-out, was passed in 

2015. 

The exception was required because the Department wanted to extract data from DHS’ MBS and 

PBS systems and store them in a Departmental system (My Health Record) 

This is the exception: 

(5AA)  Nothing in this section, or in the rules issued by the Information Commissioner, prevents 

the My Health Record System Operator including information to which this section applies in 

the My Health Record of a healthcare recipient. 

Failure to implement the National Authentication System for Health (NASH) 

NASH was never implemented 
34

.as intended in the PCEHR Concept of Operations 
29

 or in the 

NASH Concept of Operations 
35

. 

It was intended to uniquely identify individual healthcare users of the My Health Record by means 

of a token system (e.g. smartcard). The government’s website now makes it clear that only the 

healthcare institution accessing a patient’s record are identified and logged. Considering that a 

large group of hospitals (e.g. all of South Australia’s public hospital system) is a single institution, 

this level of granularity is of little use to a patient interested in who has access their health record. 

The following is from the NASH concept of operations. 

1.2 System overview 

The NASH is a system that provides authentication credentials for healthcare provider 

organisations, healthcare provider individuals and other healthcare delivery organisations that 

may be issued with a Healthcare Identifier. 

The NASH: 

 Enables healthcare providers to assert their Healthcare Identifier (HI) based identity 

accurately, securely and consistently within a healthcare delivery context. This 

includes use within electronic communications such as the Personally Controlled 

Electronic Health Record (PCEHR), Referrals, Diagnostic Services, Discharge 

Summaries, Medications Management and other clinical packages. 

 Provides a framework in which credentials for other Healthcare authentication 

purposes may be implemented in a consistent way which enables those credentials to 

be interoperable with NASH credentials. 

and 
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1.2.2 General nature of system 

The NASH is more than just business services and technology. It combines technology under 

enabling legislation, policy and operational services that work together to facilitate consistent 

use of authentication for healthcare providers with healthcare delivery. 

NASH will provide a strong authentication service for the Australian healthcare sector and 

contribute to providing a capability that “...ensures that transactions are private, traceable and 

only conducted by known identities...” 

The NASH framework will provide: 

 An overarching set of authentication policies and procedures to define and endorse the 

issue and management of trusted digital credentials to all participants in the healthcare 

sector, enabling the traceability of eHealth transactions with trusted identities whilst 

respecting appropriate privacy and confidentiality 

 A centralised source of authentication Credentials for healthcare providers, based on 

the use of Public Key Infrastructure (PKI) and Tokens (such as Smartcards) 

 A PKI hierarchy dedicated to eHealth in which healthcare communities are able to 

issue and manage authentication credentials locally, supported by national 

infrastructure 

 A governance approach for the NASH PKI 

 Authentication Credentials that are based on well-established standards that are 

supported by existing systems and applications. This will mean that the NASH 

credentials will be usable with little or no extra coding required by implementers. 

Currently there is no national capability within the Australian healthcare delivery sector that 

provides standardised trusted digital credentials for the purposes of reliably identifying and 

authenticating any eligible party across the entire sector. Without the accurate identification 

and authentication of healthcare provider individuals and organisations, eHealth systems are 

only able to operate across limited communities within the overall sector. 

The failure to implement NASH means that the last paragraph, above, details the current situation. 

Section 71 of My Health Record Legislation 

Section 71 of the My Health Record Act 
36

 limits legislative protection to data collected explicitly 

and solely for My Health Record. Most data in My Health Record either comes from or has been 

transferred to other systems, sometimes via My Health Record, other times directly. This means 

that the My Health Record legislation does not apply to those data. 

For reference, this is Section 71 in full 

71 Prohibitions and authorisations limited to health information collected by using the My 

Health Record system 

(1)  The prohibitions and authorisations under Divisions 1 and 2 in respect of the collection, 

use and disclosure of health information included in a healthcare recipient’s My Health Record 

are limited to the collection, use or disclosure of health information obtained by using the My 

Health Record system. 

(2)  If health information included in a healthcare recipient’s My Health Record can also be 

obtained by means other than by using the My Health Record system, such a prohibition or 

authorisation does not apply to health information lawfully obtained by those other means, 

even if the health information was originally obtained by using the My Health Record system. 
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Information stored for more than one purpose 

(3)  Without limiting the circumstances in which health information included in a healthcare 

recipient’s My Health Record and obtained by a person is taken not to be obtained by using or 

gaining access to the My Health Record system, it is taken not to be so obtained if: 

(a)  the health information is stored in a repository operated both for the purposes of the My 

Health Record system and other purposes; and 

(b)  the person lawfully obtained the health information directly from the repository for those 

other purposes. 

Note  For example, information that is included in a registered healthcare recipient’s 

My Health Record may be stored in a repository operated by a State or Territory for 

purposes related to the My Health Record system and other purposes. When lawfully 

obtained directly from the repository for those other purposes, the prohibitions and 

authorisations in this Part will not apply. 

Information originally obtained by means of My Health Record system 

(4)  Without limiting the circumstances in which health information included in a healthcare 

recipient’s My Health Record and obtained by a person is taken not to be obtained by using or 

gaining access to the My Health Record system, it is taken not to be so obtained if: 

(a)  the health information was originally obtained by a participant in the My Health Record 

system by means of the My Health Record system in accordance with this Act; and 

(b)  after the health information was so obtained, it was stored in such a way that it could be 

obtained other than by means of the My Health Record system; and 

(c)  the person subsequently obtained the health information by those other means. 

Note:  For example, information that is included in a registered healthcare 

recipient’s My Health Record may be downloaded into the clinical health records of 

a healthcare provider and later obtained from those records. 

Section 71 restricts the legislative protection of a patient’s privacy to only a very small amount of 

data in My Health Record – primarily, the contents of a Personal Health Summary, and an 

Advanced Care Directive. All other medical data is unprotected by the My Health Record 

legislation. 
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