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This consultation meeting was an opportunity for the Australian Privacy Foundation (APF) to discuss views and concerns about the Multi-Agency Data Integration Project (MADIP). 
[That was not the purpose for which APF representatives attended the meeting.  The purpose was to communicate and explain the points made in APF's letter of 8 October concerning the ABS process, the enormous delays in seeking contact with advocacy groups, and the need for much more substantial corrective actions than the ABS is indicating it intends undertaking.

[We acknowledge that we provided informal views on a range of topics, MADIP-related and otherwise.  The comments we made in relation to aspects of MADIP were, of necessity, based on the thoroughly inadequate documentation provided to APF, some of it in the meeting itself, and we qualified our comments accordingly.
It was conducted as part of a broad consultation process to understand stakeholder views as a key input for the independent Privacy Impact Assessment of the MADIP.  ABS did not respond to many of the issues raised during the discussions and looks forward to further discussions about concerns and ways they can be addressed.  
[APF also looks forward to further discussions on matters of detail.  However, meaningful discussions cannot occur until the ABS has provided constructive responses to the framing questions outlined in the letter of 8 October, and far more detail about the project including the justifications for it and the data and processes that it has applied and intends to apply.
The concerns and comments raised by the APF about privacy included: 

[It is essential that the points made in APF's letters of 8 and 31 October be read into this section.]
· Inadequate information is currently available to be able to have a detailed conversation around MADIP.  The slides provided at the meeting were not sufficient in detail to allow a detailed assessment of privacy issues.   Agreed.
· The consultation process should have happened over two years ago at the start of the MADIP work and that there has been a lack of transparency on the significant work on MADIP over this time.    Agreed.
· The independent Privacy Impact Assessment (PIA) should have been commenced at the start of the project, and continued with each phase, not commenced only at the end of the evaluation phase.   
· A consequence of the very late start is that multiple phases now need to be compressed into a very short period.  These include information disclosure by ABS, assimilation by APF, response by APF, assimilation by ABS, and response by ABS – including the identification, proposal, and, crucially, adoption of specific measures to address specific issues
· There are far too many examples of data related experiences where consultation was inadequate which resulted in distrust of government.

· Transparency and consultation are both critical. Meaningful consultation based on good information can lead to public acceptance of data projects.  But this is only true where the privacy-invasiveness is subject to open evaluation, and demonstrated to be justified and proportionate, and even then only if the concerns are responded to and addressed, which means that ABS would need to identify, commit to, and implement specific safeguards, mitigation measures and controls.
· A few good examples of consultations do exist, including  one run some years ago by Attorney General’s Department on their personal privacy register, and another by Centrelink on its intended use of voice authentication as part of its IVR service.  In these examples, a series of consultations were run and a good quality Privacy Impact Assessment (PIA) was completed.

· It was recommended that the consultants undertaking the independent PIA for MADIP conduct meaningful consultation processes with advocacy groups, including both organisations representing privacy and human right perspectives, and those, such as ACOSS and the Federation of Ethnic Councils, which represent broader interests of consumers and citizens
· Just because projects can be done doesn’t mean they should be. It is vital at the start of a project to ask:   “Why are we doing this?” and to consider the broad public good rather than just organisational benefits.  If this broad public good is found in MADIP then the public might be happy that this project is being undertaken, but even then subject to the important qualifications above concerning safeguards, mitigation measures and controls
· There needs to be a very good justification which clearly articulates the benefits of MADIP to justify this privacy invasive work.   Agreed
· One of the key protections that had existed for privacy was the separation of data among government agencies and programs.  It was felt that that MADIP has broken down these siloes so this measure of protection has been lost.  Agreed
· The ABS needs to put a case to the public around the potential uses of MADIP data and privacy risks so they can consider the balance.   Agreed
· Dealing with pressures in the future on the ABS and others to make more and more data widely available including on-selling datasets (international cases were cited where this had happened.)  How can this be prevented?    By undertaking PIAs at an early stage, including open public evaluations and transparency in relation to purposes, justifications, and intended design features, which enables all aspects to be considered as part of the balancing process
· The need for ethical advice about what data can be brought together and for each project to access the data.   Agreed, but as an additional aspect, not as a substitute for transparency, open evaluation, and consultation processes with advocacy organisations
· 
· Need to assess in advance of expropriation the quality and meaning of each dataset, and the compatibility of the meanings and data-definitions across such data collections as the project may involve merging, and the suitability of the data for the intended purposes and for application of the intended data analytic techniques
· Need to impose strong data management processes, to minimise data holdings, to destroy data after use to the maximum extent possible, and to ensure quality and security protections for such data as is retained
· All rich data-sets are attractive, to many organisations and people.  Where rich data-sets have been expropriated and merged, the attractiveness and hence scope for abuse are even greater 

· All data is subject to severe second-party risks, because individual agencies are attracted to gain access to and use it. Where rich data-sets have been expropriated and merged, the attractiveness and hence scope for abuse by government agencies are even greater.  Many agencies have demand powers.  In addition, the extremely weak privacy protections have been circumvented or corrupted by the MADIP project, and hence many agencies can argue that precedents exist and hence further circumvention, corruption and abuse are very easily achieved.  Put another way, function creep is embedded in the APS psyche
· Once data is accessed by others, there is a very high third party risk that researchers will do the wrong thing and (deliberately or accidentally) disclose potentially identifiable information. 
·  The APF acknowledges that ABS had a strong and well-earned reputation for privacy-sensitivity until c.2000.  It has since comprehensively breached the poulation's trust.  By doing so, it has seriously compromised its reputation, and hence people's preparedness to provide data to it, and to provide accurate data to it.  Only by reverting to trustworthy policies and practices can the ABS recover its credibility
Areas discussed around possible privacy protections included:  

· The fundamental importance of carefully considering whether someone can be re-identified.  There are international examples of where this has occurred.

· Concern where there may be obscure combinations of characteristics of an individual or small cell sizes which could potentially result in re-identification.  Agreed
· Making any dataset like MADIP "not worth stealing".  That is, the data could be perturbed or changed, so much that there is no likelihood that a particular unit record is worth following up in the real world.   Agreed
· This ‘falsification’ of data needs to be undertaken as an objective, but it is important to recognise the constraint of maintaining as much utility in the data as practicable, hopefully sufficient to make analysis worthwhile.   This remains, however, an area of active research
· The ABS posed the question whether APF felt we were doing enough in terms of statistical techniques to protect privacy.    As with all other aspects of the MADIP project, the ABS has failed to provide information that would enable APF or anyone else to consider such questions
· APF may or may not be opposed to data integration, but would need sufficient information to be able to adequately understand the proposal and the justifications put forward for it, and then to be able to critique this project.  If it were justified, then the next phase would be to look at safeguards, mitigations, and controls

Attention is again drawn to the 'Guidelines for Responsible Data Analytics'.  This is not an APF document, but a paper in the process of publication by one of its Board members, which is broadly consistent with the APF's positions.
Other issues raised:  

The ABS is a very professional organisation, however there are aspects of performance over the past few years where the ABS has done extremely badly.  These include the Census name and address retention plans and the conduct of compulsory surveys, especially the pursuit of people, the failure to respond meaningfully to requests for information, the failure to implement replacement techniques, and interviewer behaviour. The compulsory nature of surveys, while understood, has resulted in many instances of people reporting that they felt harassed by interviewers. ABS data collections need to be done respectfully from the collection phase right through to the use of the data.
We draw attention to the Public Information Statements that the APF has found it necessary to establish in order to cope with the number of complaints that it receives about ABS:

https://www.privacy.org.au/campaigns/abssurvinfostmt-2012/
https://www.privacy.org.au/campaigns/censusadvstmt-2011/
https://www.privacy.org.au/campaigns/census2016/
In summary, the APF has communicated its very serious concerns about the MADIP project including that they had not been supplied with sufficient information to understand and critique the project. The APF and the ABS agreed to meet again to continue discussions on data integration and the MADIP.

