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Security Legislation Review 

into the operation, effectiveness and implications of amendments made by the Security legislation Amendment (Terrorism) Act 2002, Suppression of Financing of Terrorism Act 2002, Criminal Code Amendment (Suppression of Terrorist Bombings) Act 2002, Border Security Legislation Amendment Act 2002, Telecommunications interception Legislation Amendment Act 2002 and Criminal Code Amendment (Terrorism) Act 2003.

See http://www.ag.gov.au/agd/WWW/agdhome.nsf/AllDocs/C2CE3EBE73794EF8CA2570A5001FAB3C?OpenDocument 
Supplementary submission by the Australian Privacy Foundation, February 2006

1. The Australian Privacy Foundation thanks the committee for the opportunity to give oral testimony at the hearings in Sydney on 30 January.  In this supplementary submission we provide the further material that we promised at the hearing, together with some further elaboration of our concerns.
International obligations

2. We note that our concern about the proportionality of some of the provisions under review can be tied back to Australia’s obligation under the International Covenant on Civil & Political Rights, to which Australia is a signatory, to respect individuals’ privacy.  Article 17 of the Covenant provides that:

“1. No one shall be subjected to arbitrary or unlawful interference with his privacy, family, home or correspondence, nor to unlawful attacks on his honour and reputation. 
2. Everyone has the right to the protection of the law against such interference or attacks.”
3. We invite the Committee to seek advice as to whether some of the provisions that intrude into individuals’ privacy are consistent with this obligation.

Evidence of necessity and effectiveness

4. In our initial submission, we urged the Committee to insist on evidence for the necessity for and effectiveness of the increased powers granted by the legislation under review (paragraphs 7-10 and 19). 

5. The only submission from an agency that has increased powers under these laws that has been made public is that from the AFP. 

6. While the AFP have given some examples of cases in which they have used the new powers and brought charges for the new offences, they do not explain in detail the extent to which they would not have been able to act under previous laws.  A higher standard of evidence based justification should be required.
Border Security Legislation Amendment Act 2002

7. The committee invited the APF to make specific comments on the provisions of this Act.  We have read the submission from the Office of the Federal Privacy Commissioner (OFPC), and support all the recommendations made in that submission.

8. Specifically, we endorse two recommendations of more general application.  Firstly, the recommendation that legislative amendments be made to require notification of individuals when information about them is collected by a Commonwealth agency from a third party.  This would apply the same standard as is required under the private sector NPP 1.5. 

9. We also support the OFPC recommendation that Guidelines or similar guidance material be developed as to how certain discretionary powers should be exercised.

10. In relation to Customs' new powers to access advance airline passenger information contained in Schedule 7 of the Border Security Legislation Amendment Act 2002 (BSLA Act), we note that the OFPC audit of Customs Passenger Analysis Unit (PAU) found ‘that the PAU ‘generally’ complies with the Information Privacy Principles’, and that ‘improvements could be made in regard to a small number of matters’.  We do not think this level of transparency and accountability is sufficient and call on the Committee to recommend that the Privacy Commissioner should publicly report on the respects in which Customs were not in full compliance with the IPPs, and the specific improvements recommended.  This enhanced level of transparency should also apply to all privacy audits conducted under the Privacy Act or agency specific legislation.

Monitoring and Reporting requirements

11. We note that the need for improved and transparent reporting requirements has been a constant theme of our submissions (and those of many other interested parties) to successive inquiries about police and intelligence agency powers.  I attach some relevant extracts both from our submissions and from the Inquiry reports (Attachment A).

12. The thrust of these recommendations in this attachment is that there is a need for much more detailed, regular and comprehensive public reporting of the exercise of investigative powers, including, but not limited to, the use of warrants and other forms of authorisation.  This has specific relevance to the powers introduced by the Telecommunications interception Legislation Amendment Act 2002 (and subsequently extended by more recent amendments).

New accountability mechanisms and safeguards

13. We draw your attention to three specific suggestions which we made in 1999:
	Privacy Commissioner to take over the monitoring role under the Telecommunications (Interception) Act 1979 currently performed by the Ombudsman (to allow for more pro-acitve rather than passive monitoring, although this would need to be accompanied by adequate resource increases);

Notification of individuals after the event of covert investigation wherever possible (along the lines of the requirements in US wiretap legislation),
Participation by the Privacy Commissioner in the Law Enforcement Access Committee of ACA (now ACMA) (We note  from the ACMA Annual Report for 200405 (p.43), that LEAC has been expanded and given new terms of reference, which makes the exclusion of the Privacy Commissioner or any other ‘monitor’ even less justifiable).  
These proposals are set out in detail in the extract from the Australian Privacy Charter Council’s submissions on Telecommunications Interception at the end of Attachment A.
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