Nomination for the Australian Privacy Foundation ‘Big Brother Awards’ 2009 
BBA 2009 FINALIST 

Criteria for a BBA 2009 Award
The nominee must  be:
	in or associated with Australia

responsible for a truly outstanding abuse (or defence) of privacy.
As appropriate for the particular Award Category the nominee should be a public or private sector individual or organization, a government program or initiative,  a private sector business activity.
The deed for which they are nominated should have at least partially been put into practice – they lose points for just planning or announcing something!  Further details about BBA2009 are available at http://www.privacy.org.au/bba/.

A.	Name of Nominee 

Automated Number Plate Recognition (ANPR) as implemented by the Australian Police Forces in combination with CrimTrac.


B.	Award Category  - Privacy Abuser for an “Orwell” Award 

Most Invasive Technology – for a technology that is particularly privacy invasive.

C.	Description
Award is for the Automated Number Plate Recognition (ANPR) as implemented by the Australian Police Forces in combination with CrimTrac.

“ANPR uses a camera and optical character recognition technology software to capture an image of a vehicle, locate the number plate within the image and then convert the number plate value to a text string” (source: Privacy Impact Assessment Consultation Paper, Automatic Number Plate Recognition CrimTrac Scoping Study prepared by Information Integrity Solutions June 2008, p6). The string can be compared with other data held electronically. This technology was adopted by the NSW RTA for Safe-T-Cam.  

CrimTrac has been developing a project to store the vast amount of data arising from ANPR projects in individual jurisdictions in a central database, and make it available for retrospective analysis for a wide variety of purposes. The Privacy Impact Assessment Consultation Paper (p12) states  “CrimTrac has made some basic assumptions including that:
	data-matching to identify alerts would take place centrally

sightings would be collected for all vehicles passing a camera site, and would contain an overhead image of the vehicle at sufficient resolution so that the driver or passenger could be identified if appropriate
the system could grow from its current size which is about 300 fixed cameras and 100 mobile cameras to 4000 fixed cameras and 500 mobile cameras.”

Most Australian police forces have implemented ANPR, at least in pilot form, but in some cases as full implementations. CrimTrac is reported to be “processing 175,000 NPRS transactions per day from a user base of some 50,000 people around the country” (source: ID is 90 Seconds: CrimTrac’s database goes mobile by Rodney Gedda 13 May 2009 14.58 published  http://www.computerworld.com.au/article/303029). Mr McDevitt (CEO of CrimTrac) is quoted as stating: “ Now there is pressure to add other data sets to it now people see its value”.

From the limited information that is publicly available, it appears very likely that:
(1)  all projects result in the indiscriminate capture of vast amounts of personal data, almost all of it without any justification
(2)  none of the projects use privacy-protective 'blacklist in camera' technology
(3)  none of the projects has been required to demonstrate clear evidence of benefits
(4)  none of the projects has been subject to a comprehensive Cost-Benefit Analysis
(5)  none of the individual projects has involved privacy or civil liberties organisations
(6)  CrimTrac has conducted a privacy impact assessment (PIA), but has suppressed the PIA Report, despite undertaking to publish it
(7)  in only one jurisdiction has a project been subject to any form of Parliamentary oversight.

D.	Evidence of the Actions and References
NSW:
http://www.police.nsw.gov.au/about_us/?a=162659 (2009)
http://www.parliament.nsw.gov.au/Prod/parlment/hansart.nsf/V3Key/LC20061115015 (2007)

Vic:
http://www.sentencingcouncil.vic.gov.au/wps/wcm/connect/Sentencing%2BCouncil/resources/file/eb10da0e7765e7c/Driving_While_Disqualified_or_Suspended_Report.pdf (2009)

CrimTrac:
http://www.crimtrac.gov.au/systems_projects/AutomatedNumberPlateRecognitionANPR.html
Latest known info about its failure to measure up:
http://www.aph.gov.au/senate/committee/legcon_ctte/estimates/sup_0809/ag_qon/105_crimtrac.pdf

SA:
http://www.sapolice.sa.gov.au/public/download.jsp?id=12690&str=ANPR (2005-06)
http://www.ministers.sa.gov.au/news.php?id=3552 (2008)
http://www.ministers.sa.gov.au/news.php?id=4699 (2009)
http://www.sapolice.sa.gov.au/public/download.jsp?id=49015&str=ANPR (2009)

Tas:
http://www.dier.tas.gov.au/annual_reports/2004_annual_report/output_group_2 (2004)
http://www.media.tas.gov.au/release.php?id=27747 (2009)

Qld:
http://www.parliament.qld.gov.au/view/committees/documents/TSAFE/inquiry/ANPR%20technology/Submissions/28.pdf

ACT:
http://www.afp.gov.au/media_releases/act/2008/police_release_traffic_operation_results.html (2008)

Summary:
http://www.atcouncil.gov.au/documents/NRSS_progress_report_2006.pdf (2006)
For details of APF's policy on ANPR, see: http://www.privacy.org.au/Papers/ANPR-0803.html

E.  	Why the Nominee Deserves the Award
Scope of the Impact
ANPR threatens information and territorial privacy throughout Australia. These projects will give rise to a massive database identifying vehicles' locations and times.  Vehicles are readily associable with people, and hence represent personal data (whether or not any particular 'privacy act' may relate to them).  The capture of images of driver and passengers is extremely invasive of privacy. In relation to a tiny proportion of the data, a justification for collection will exist (eg registration not paid).  In relation to the vast majority of data, that is not the case - it is entirely unjustified data collection, 'just in case'. 

Seriousness of the Impact
The scale is massive.  These projects, and CrimTrac's proposed national database, represent a 'surveillance state' activity, a desire of national security extremists, but grossly against the interests of free society. 

F. 	Other Comments
This nomination form was emailed to CrimTrac for comment on 19 October for comment by 31 October 2009. No response was received from CrimTrac by the Coordinator of BBA2009 by 1 November 2009.



